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This document describes the functionality and set up of the VE6024 eLaunch Server and the
VEG6025 Application Server Pro. These 2 products form the core of Valcom’s IP6000 Emergency
Notification System. The products used in conjunction with the VE6024 and VE6025 vary from
installation to installation.

This document was written around the following firmware revisions:

VE6024 2.4.0

The latest revision of this document may be found here.

Other important information including network requirements may be found here.

IP6000 initial system setup is accomplished with the VIP-102B IP Solutions Setup Tool.
A video example may be found here and a reference manual may be found here.

Please submit corrections or suggestions to bfg@valcom.com
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https://drive.google.com/file/d/1DAfw9iOxXGsAXX6ZNsbijAYaU98VYD4v/view?usp=sharing
https://drive.google.com/file/d/0B3fh5VA5t6MbR21KMTBRSDFWNzQ/view?usp=sharing
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A Practice You’ll Never Regret

Make it a habit to backup all programming (VIP-102B Snapshots, all
system server(s) backups, other system programming) whenever you
begin work on an existing system and whenever you complete
programming or maintenance of a system. Always save all backups with
names identifying what they are and the date and time they were saved.

Include a text document with the backups describing the changes that
were implemented. Keep copies of backups both on site, and off site.

© 2015 - 2022 Valcom Inc. Roanoke VA www.ValcomES.com



http://www.valcomes.com/install

Valcom’s IP6000 Emergency Notification Communication System features an IP platform. The
many benefits include unlimited system size, remote management and diagnostics, inherent
supervision and deployment on any scale — single building, campus, town, state or global.

Valcom’s IP6000 system works on the concept of IP endpoints connected through a properly
configured network platform. These POE devices may be one way or two-way speakers/horns,
audio gateways which can be used to interface with analog systems, clocks, LED signs, FXS or
FXO ports allowing for staff generated announcements from the telephone system or input/output
gateways to trigger, or receive triggers from, other systems for automated emergency or security
messages.

Each Valcom IP endpoint must be programmed with a unique IP address (static or DHCP) and a
unique “channel dial code”. An unlimited number of audio groups may be created to facilitate
simultaneous broadcast through multiple endpoints.

By design, each Valcom IP endpoint “remembers” all other endpoints so that there is no single
point of failure. As long as proper network connectivity exists between endpoints, they will
continue to interoperate.

There are a number of optional servers that allow the IP6000 system to be utilized in applications
such as school intercom, hospitals, universities, manufacturing and other facilities requiring
scalable emergency mass notification.

VEG6024

The VE6024 elLaunch server provides single point, multimodal distribution of emergency
information.

When an emergency occurs, users initiate the distribution of the intended emergency notification
by selecting a “Scenario”.

The information dispensed by Scenarios may be completely predefined, completely ad hoc (made
on the fly), or a combination, where the predefined content can be modified just prior to launch.
There is no practical limit to the number of scenarios that can be defined in a VE6024.

The VE6024 eLaunch server Scenarios:

a) Generate one-line posts to HTTP addresses (websites, etc.)

b) Generate posts to Twitter™

c) Generate posts to Facebook™

d) Generate CAP 1.2 (Common Alert Protocol) formatted XML messages
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These CAP messages:

1) May be pushed out via HTTP
2) May be polled as RSS feeds
3) May be polled as ATOM feeds
4) May be sent as e-mails

VEG025

The VE6025 Application Server Pro can turn CAP messages, like those generated by the
VEG6024, into audible and visual alerts.

The VE6025 Application Server Pro allows users to import WAV audio files, create WAV audio
files via telephone dial codes or create WAV audio files from text (for example, CAP messages)
via an onboard text-to-speech engine. The system can accommodate WAV files as large as
20MB.

The VE6025 can record Valcom VoIP group announcements. These recorded announcements:

a) May be archived for future use

b) May be immediately broadcast

c) May be delay broadcast for feedback prevention
d) Any combination of the above

Sequential announcements to the same recorded group may be stacked and played in the order
of completion. This is ideal for high paging traffic in hospitals or airports.

Any action invoked by the VE6025 is in the form of an “event”. Events may:
Send an audio file to a group of VolP endpoints.
Send a text file to a group of IP LED signs.
Pop up a message on Windows based computers.

Convert a text-based CAP message to audio via the onboard text-to-speech engine and
send it to a group of VolP endpoints (speakers, horns, LED signs, screen pop ups,
speakers in select IP telephones)

Invoke a Scenario on a VE6024 eLaunch server.

Initiate or stop an audio stream (music and other program material) to a group of VolP
endpoints.

Operate a relay on a VEB048A 1/O unit to control ancillary devices.

Cause a State Change Event allowing users to force VE8048A 1/O gateway inputs or audio
group recordings to be enabled or disabled. This is useful in situations where users wish
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to ignore an VE8048A input during certain times of the day and or only wish to record
announcements to audio groups at defined times.

Stop any currently active event, Play List item, audio stream or relay.

Define a delay in seconds (delays are used between chained events in Play Lists and
Schedules)

Define a test room priority mask in order to dictate a priority level that must be exceeded
for successful audio and/or text broadcast. This allows for scheduled “quiet time” where
only high priority audio can broadcast.

Events may be controlled or chained for sequential operation:

a) by Schedules
b) by Play Lists

Schedules must be controlled by the Calendar. They may be automated by day of the week or
calendar date.

Play Lists provide for non-scheduled triggering of events. Multiple events in a single Play List
may be chained for sequential deployment.

Parallel Play Lists are combinations of single Play Lists that will operate simultaneously.
Play Lists/Parallel Play Lists may be controlled:

a) manually within the VE6025

b) by the text monitor. The text monitor can receive data from other network endpoints,
Valcom or otherwise, and scan for specific content within that data. If found, the matched
string will trigger a Play List item
by CAP filters. These filters process messages received from user defined CAP sources.
If the filter rules are satisfied, then the filter will simultaneously start one or more Play List
item(s). Multiple filters may be applied to CAP sources. As filter rules are satisfied, each
associated Play List item will start and complete before the next filter is processed

d) by VE8048A inputs

e) by Icons on a VE6025 graphic

The VE6025 can provide 12 unique communication streams simultaneously.
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VE6023

The VE6023 Telephone Application Server is an interface between an IP telephone system and
Valcom VolP groups. It allows the speakers in select IP telephones to receive Valcom group
announcements. IP phones may be associated with any number of Valcom VolP groups. This
device also allows synchronization between the audio broadcast timing from the IP phone
speakers and any other Valcom VoIP endpoints. The VE6023 has a separate installation manual.

In all cases, initial server setup, device name, host name, domain name and IP address, is
accomplished via the VIP-102B IP Solution Setup Tool. Once completed, subsequent setup is
accomplished via browsing to those IP addresses.

VE6024 eLaunch Server

Tue 09/11/2018
08:06:47 AM

Single Launch Point
for Mass Notification Needs

User Name: ladmin

Password:

Forgot your password?
Didn't receive unlock instructions?

The VE6024 does not ship with a default username and password. A username and
password are defined at initial setup.
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eLaunch passwords must be a minimum of 6 characters. After 20 unsuccessful attempts to sign
into a user’s account, it will be locked. To unlock the account, the user must follow the instructions
that were sent to the email address associated with their account. Unlock instructions will only be
sent to the email address associated with the locked account.

Attempting to resend the unlock instructions to another account will result in a warning message
that the email was not found.

Wed 06/10/2015
12:42:42 PM

Single Launch Point
for Mass Notification Needs

"B AN

Log In

User Name: Eﬁmln

Password:

Forgot your password? “Login |
Didn't receive unlock instructions? —

elaunch valcom com 2.10-150318-8751a41

Wed 06/10/2015
12:45:39 PM

Single Launch Point
for Mass Notification Needs

A AN

Log In

User Name: ;r;d‘mml
Password: [oes

Forgot you
Didn't recel

elaunch valcom com 2.10-150318-8751a41
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—eauncy Alert Scenarios
St Destinations | Device Types | Procedure | Create Aleri | Verify & Launch QR Aa _

Once logged in, click on Advanced
then click on Administration

Administration Overview

re Description
Alert Setup Manage settings and data needed to create alerts
Users Allow different users access to the system
Settings ol system-wide settings
Systern Perform rnaintenance tasks

Fri 03062015
09:21:09 AM

Admin

\ Change Password

Log Out

Click the Profile button to change your
password or log out of the system. Password
requires a minimum of 6 characters. If the
user enters their current password and
submits without entering a new password,
then no change will be recorded.
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Advanced/Administration/System

Systemn

“ m—

Feature Description

Create Backup Create @ backup of the database and associated files

Restore Backup Restore a previoushy-created backup.

Restore Defaults Return system 1o factory defaults. &A1l customizations will be lost
Upgrade Firmware Upgrade the system firmware to a newer version.

Shut Dowin Shut down the system

Reboot Reboot the system

The System page allows users to perform routine server tasks. It is advisable to always
maintain a current backup of the VE6024 programming.

The VE6024 must use the same NTP source as the system receiving the alerts (typically
a VE6025 Application Server Pro). Variations in time and/or date can cause newly posted
alerts to appear as expired.

Log File

The VE6024 log file is available in the zipped backup file. Unzip the backup to view the log file.
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Advanced/Administration/Settings

_@’_MMM System Settings

Feature Description

HTTPS Configuration Configure HTTPS settings
Syslog Configuration Configure syslog settings
Clack Configuration Configure clock settings
Metwork Configuratian Configure netwark settings

Mail Configuration Configure e-mail server settings
High Availahility Configuration Configure high availahility settings

% %% % % %%

Facebook App Configuration Configure Facebook App Settings

The Settings menu allows setup of HTTPS secure server communications, defining a destination
for server syslog messages, setting up the system clock (correction to an NTP server is strongly
suggested), reviewing or altering the server network credentials, defining the mail client
credentials used when eLaunch send e-mail alerts, setting up a High Availability server pair (for
redundancy) and configuring the settings for posting to Facebook.

Setting up a High Availability Pair

See High Availability Setup instruction in the Application Server setup section of this manual

Edit High Availability Configuration

Warning: In order for High Availability to function reliably; verify the clocks on the
Primary and Secondary devices are in sync hefore enabling this feature.

Enahle High Availability
Role: | Secondary

Peer IP:

o 3
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Advanced/Administration/Users

Multiple user accounts may be defined with unique passwords. Users are assigned roles which
dictate their rights within the system.

_@LA(M!:! Create New User

T User Name: Michael
Full Name: |Michael Davidson
E-mail Address: |\mkd@valcom.com
Password:
Confirm Password

Role | Universal

Allowed Scenarios
’7 | Al Clear

| Lockdown

T

User Accounts

User "Joel' was successfully created.

W | Usertame Full Name Emaif Role
& X admin Bruce bfg@valcam cam Admin
& X Michael Michael Davidsaon mkd@valcom com Universal

P Joel Joel Coman Jjeoman@valcom.com User
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User Roles

Role Users
Admin admin
Universal Michael

User Joel

Roles Menu

User Access only allows launching Scenarios

Admin Access only allows access to Administrative functions

Universal Access allows both
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Advanced/Administration/Alert Setup

—_elauncu Alert Setup

Feature Description

Device Types Setup the different types of devices available in the system
Destinations Canfigure the available destinations far alerts in the system
Devices Manage the devices that alerts can be sent to

Scenarios Create templates for different alert scenarios

Scenario Categaries Create category for different alert scenarios

The VE6024 posts emergency messages.

These messages are either sent directly from the VE6024 as e-mails or may be broadcast,
displayed or posted to other systems by use of “Devices”

Devices may be associated with one type of message delivery (e-mail, Facebook™), or may be
associated with multiple modes of message delivery (VE6025 Application Server).

To simplify this for system users, labels known as “Device Types” are attached to the devices so
that users do not have to have knowledge of which device is associated with each message
delivery mode. In other words, it is easier for users to simply select a destination and how the
alert should be delivered than to choose which systems will provide the delivery.

Note that Device Types are simply labels and may be easily created or removed.

—@LAUNCH Device Types

Device type was successfully created.

Name

Audio Paging
E-Mail

LED Signs
whAlert App
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Device Type CAP Parameter Mapping

Occasionally, CAP recipient devices search the parameter section of the CAP message for
specific names. If these names are not found, the device will not properly process the CAP
message.

For this reason, the VE6024 provides an option to map a non-user-friendly CAP Name to a user-
friendly Device Type Name. The users may specify these hames when creating a new Device

Type.

If populated, the CAP Name will replace the Device Type Name in the actual CAP message.

Example:

A third-party CAP recipient device’s protocol requires specific CAP parameters names to function
properly. When determining message delivery methods, this device searches the CAP
parameters for “SMS". If there is no parameter in the CAP message matching “SMS” then the
messages are not delivered. “SMS” may not be meaningful to users. Device Type parameter
Mapping makes it provide a Device Type Name will be meaningful to VE6024 users, like “Text
Message Delivery” and simultaneously provide a technical CAP field name like “SMS”.

New Device Type

* Device Type Mame.

CAP Narme
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During the message creation process, users will only see the destinations and device types.
Device type labels may be added and removed as required.

—Destination Settings

Device Types: Audio Paging
Audio Paging & Signs
Cell phone fext messages
E-mail
FC Popups
Signs

Destinations: Blackboard Connect

Blackboard Cannect
CAP

Vinton College
Delta House
Daormitaries
Omega House
Smith Building

E-Mail

All Students

John Collins

Security

ik EE

This can lead to some confusion. For example, one of the default device types in the VE6024 is
e-mail. However, you would only use that device type if the VE6024 was relying upon an ancillary
system (device) to send e-mails. If the VE6024 is the only device sending e-mails, those e-mails
recipients will be shown as message Destinations. If this is the case, it is suggested that the “e-
mail” device type be deleted to avoid any confusion.

Additionally, if your system has an ancillary device that is multifunctional, for example a VE6025
that delivers messages to LED signs, Audio Paging and Screen pop ups, then deleting those
individual device types and creating a new device type called “LED signs, Audio Paging and
Screen pop ups” would simplify message creation.
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Destinations are simply labels to define areas or groups of message recipients. Without

these destination labels, users would not be able to choose delivery locations for their emergency
messages.

—@’.MMH Configure Destinations
Forme TR . oo | oo o L

Destination was successfully created.

e ML

Blackboard Connect

E CAP Destinations
= Vinton College
Delta House
Smith Building
Student Dorms

BLE@ E-Mail Destinations
Alert Group
Bruce Gabrielson
Dan Dalton

Michael Davidson

E Social Destinations
Facebook

Twitter

LTl Valcom Alert Destinations
All

Ultimately, when the actual emergency messages are defined, there will be a selection of all the
destinations which have been defined during initial setup. For privacy purposes, e-malil
destinations may be sent using TO, CC or BCC.

Destinations: Blackboard Connect

Blackboard Connect
CAP

#|\vinton College
Delta House
Darmitories
Omega House
Smith Building
E-Mail

All Students

John Collins

Security

ik FF
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For destinations to receive emergency messages from the VE6024, ancillary devices or systems
must be defined.

7. Welcome to Zoho Assist! X ) [@ elaunch - New Device X

G C | ® Not secure | 192.168.193.4/admin/devices/new

—@LMM!;’ New Device
e e e T

* Protocol: | Blackboard Connect v N W
Blackboard Connect
=

cebook

Fa
Auth password | o o Scenarios
Twitter
Confimm Password: |\ dlent Scenario Categories

Device Types: | [ audio Paging
Blackboard Gonnect
E-Mall
Facebook
LED Signs
vAlert App

Destinations: Blackboard Connect
Blackboard Connect

[ v | o —

srvvalcomcom | 2.4.0-4f53aa6

Device protocols are available to support:

a) Blackboard Connect,

b) Common Alert Protocol Receivers
c) Facebook™

d) One-line posts (for websites)

e) Twitter™

f) Valcom Locate
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Blackboard Connect Destinations require a Blackboard connect system be in place. In order
to post messages, the VE6024 will log into the Blackboard Connect system.

—e@launcu New Device
e B - = I
" Name: |Blackboard Connect —

Destinatior
Devi
Seq

* Protocol: | Blackboard Connect

Jrertane mann Loz |

inations
ices
Auth password [-----= =
Confirm Password: _

Device Types: Audio Paging
Blackboard Connect
E-Mail
Facebook
LED Signs
vAlert App

Destinations: [Blackboard Connect
) Blackbaard Connect

[Creieevce | —Coneer—

CAP Destination Devices can either poll the VE6024 for new messages or receive alerts pushed
from the VE6024. Devices that are intended to receive “push” alerts from the VE6024 must be
defined with their device specific post URL (refer to sample screen shot)

Notice that the screen shot for the sample CAP receiver, the VE6025, may be associated with
any of the physical site destinations we previous defined. As you will see, the VE6025s will be
able to deliver messages to any or all of these areas based upon the content of the received CAP
message.

In other words, if the emergency message is only intended for Delta House, then the VE6025 will
be able to deliver the content to Delta House exclusively.

If the emergency message is only intended for Delta House and Smith Building, then the VE6025
will be able to deliver the content to both the Delta House and Smith Building.

The VE6025 can filter the CAP message and route the message based upon the destination.

Therefore, the destination labels play a crucial role in the available granularity of content delivery.
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—elauncy Edit Device
[ [t | o | s | sen | e |
*Name: |Application Server Pro

* Protocol: | CAP
Post URL: |http /1192 168.193 3/cap php?acticn=play
Example for posting to a VEGO25: http 4/10.0.0.5/kap.php
User Name:

Password

Confirm Password:

Device Types: | ¥ Audio Paging
Blackboard Connect
E-Mail
Facebook
I LED Signs

e App The VE6025 does not require that a

Destinations: [CAP

9 vincn calege Username and Password be entered

| Deita House
@ Smith Building

5 Smin Butdng here. Note that your browser may
auto populate these fields from your
cached information. If so, simply
delete the entries

Some systems may not be able to receive push alerts and may rely upon information polled from
CAP sources. The VE6024 automatically hosts an Alert List as well as CAP, RSS and ATOM
feeds for each alert generated.

To poll the VE6024, the polling system should be directed to one of the following URLS:

http://<IP address of VE6024>/cap/alerts/feed.rss

http://<IP address of VE6024>/cap/alerts/feed.atom

http://<IP address of VE6024>/cap/alerts/feed.cap --or--

http://<IP address of VE6024>/cap/alerts/latest (this link provides straight CAP XML)

E-mail Destinations are simply e-mail addresses. However, for the VE6024 to send e-mails, it
must be set up with the appropriate configuration.
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Setup of the mail configuration is handled under the Settings tab in Mail Configuration page for
an Admin User.

—@’.MMH Edit Mail Configuration
Lo L | e S o B

rG SMTP
| Enable Mail Delivery SMTP Domain

mail.valcom.com
* Send Mails As
wvalcom elaunch@valcom com = SMTP Mail Host
Send ail mails as from the following address. mail.valcom.com

Send Copy of All Mails To > SMTP Port
25

ng mails to this address. For multiple adaresses
Secure Connection Type
TS

Intercept Email Address

SMTP Authentication Type
Override email recipient and repiace with this adaress: none

SMTP Usemame

SMTP Password

f you don't want to change it

The default mail screen will look like the image above. To enable sending mail, select the
checkbox for ‘Enable Mail Delivery’ under the General Section. The e-mail address that is used
to send the mail to the user can be user configured. An address can also be defined that will
receive all e-mails sent from the eLaunch.

To enable mail delivery, the SMTP section must be configured correctly. SMTP is short for Simple
Mail Transfer Protocol and is a protocol designed for sending e-mail messages between servers.

Most e-mail systems utilize SMTP to send messages from one server to another server.
Messages are then retrieved from the server using either Post Office Protocol (POP) or Instant
Mail Access Protocol (IMAP). The SMTP Domain is the Domain of the SMTP server.

If a company uses the domain of company.com the SMTP Domain will be filled with
company.com. The SMTP Mail Host will be the server address. In many cases it is something like
mail.company.com. In other cases, like with Yahoo! Mail Plus

the SMTP server address is plus.smtp.mail.yahoo.com.

SMTP ports are usually set to 25 by default. If the SMTP connection is secured by SSL the default
port is 465 instead. The Secure Connection Type is the type of connection used by the
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Mail Server for security purposes and choices include None, SSL and TLS. SMTP Authentication
Type allows for selection between none, plain, login and cram_md5 and an SMTP client may log
in using one of those authentication mechanisms. The SMTP Username is the full e-mail address
of a user on an SMTP server such as jsmith@company.com. Finally, is the SMTP Password. The
SMTP Password will be the password of the e-mail account entered into the SMTP Username
field above.

To test that the Mail has been configured properly enter an e-mail address into the line next to
the ‘Send Test Mail’ button. The test e-mail address does not need to be the address entered into
the SMTP Username field.

Users may choose which CAP fields are sent to each e-mail destination (Alert
Setup/Destinations/E-mail Destinations)

—@’.MM!! Edit Mail Configuration
O

rSMTP
SMTP Domain
mail valcom com

- Send Mails As
valcor Inch@valcom.com © SMTP Mail Host
jowing address. mail valcom com

- SMTP Port
25

Secure Connection Type
TLS
Intercept Email Address

SMTP Authentication Type
e email recipient and replace with this address.

SMTP Usemame

SMTP Password

ik if you don't want to change it

Social Destinations are social media platforms such as Facebook™ and Twitter™.

Before creating a new Social Media Device it is important to add a Destination for any Social
Media Devices (Advanced/Administration/Alert Setup). There is a category of Destination known
as a Social Destination. The Social Destination is intended to be used as the destination category
for all Social Media platforms going forward. Other than its use for Social Media there is nothing
different between the Social Destination and any other destination.

The name of the Social Destination can be anything you would like. It does help to name the
Social Destination after the Facebook™ Page or Twitter™ Profile that will be posted to using the
eLaunch.

Typically, facilities utilize a single Facebook™ or Twitter™ account, so the social destinations
users create would simply be called “Facebook” or “Twitter”.
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Technically, you could create a single destination called “Social Media” and assign all of the social
media accounts to the single Social Media destination. Choosing this destination for an
emergency message would cause the message to be delivered to all defined social media
accounts.

When the Valcom Locate protocol is selected, fields become available to define your Valcom
Locate server.

Devices

There is a column on the Devices index screen labeled as Authorization Status. This column will
display either "Authorized" or "Unauthorized" for Social Media devices only. The column is useful
for telling which Twitter™ and Facebook™ devices are properly authorized.

—elauncu Devices
Lo TR - e oo e
(" New BN ELT] Device Type Authorization Status

& %X Application Server Pro Audio Paging, LED Signs Destinatior
Devic
Sce

&K Blackboard Connect Blackboard Connect
_ena:rm Categories

Twitter™
Instructions are in the web interface
Posting a Tweet

Once a Twitter™ account has been authorized it's time to try sending a Tweet using the eLaunch.
Twitter™ restricts their Tweets to 140 characters so the SMS/Twitter™ field is being used to send
to the Twitter™ service. When launching an alert either Ad-hoc or from a Scenario you simply
need to select the Social Destination for the associated Device, the Device Type of the associated
device and make sure that the SMS/Twitter™ field has been filled with a valid alert. Upon
launching the alert, the user should see the Tweet appear on their feed within seconds, provided
that the alert was sent properly.

Twitter™ API| caveats

So far there is one issue to watch out for when using the eLaunch to post a Tweet to Twitter™.
Built into Twitter's APl is a program that will compare the content of your Tweet against the content
of your previous Tweets. If you try to send the exact same message twice within a certain time
period Twitter™ will reject the post entirely. Twitter™ does not release any information on what
the time frame is for being able to post two messages of the same content, but it is most likely a
few hours and may also change based on prior post history. To work around this issue, the best
idea would be to put something like the time of the alert in the SMS field on the end of the
message. Users will just have to be cautious that the addition of the time does not push their alert
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to over 140 characters because Twitter™ will then reject the message since they do not provide
any way to parse and post messages longer than 140.

Facebook™
Setting up the eLaunch to use Facebook™

To allow a user to authorize and post to Facebook™ from the eLaunch it is necessary for an
eLaunch administrator with a Facebook™ account sign up to be a Facebook™ developer. Users
can sign up as a developer at https://developers.facebook.com. Once they have signed up as a
Facebook™ developer the user should create a new Facebook™ App.

Creating an Application

When logged into Facebook™ as a developer there is a bar at the top of the screen. The items
on the bar are Apps, Products, Docs, Tools and Support. To create a new application, click on
the Apps column and select the option to 'Add a New App'. Select the option of Website as the
platform for the new application and then select a name for the application. If asked by
Facebook™ whether this app is a test version of another app select 'No'. As a category choose
communication and then press the 'Create App ID' button. After creating the application, the user
will be taken to the Quick Start screen for Websites. In the 'Tell us about your website' section
enter the hostname of the eLaunch into the section labeled Site URL. The hostname should be
the fully qualified domain name of the server.

Click the 'skip Quick Start' button at the top of the Quick Start page when the application setup is
finished. This will take you to the application dashboard. On the left column select 'Settings' to go
to the application settings. In the 'Contact E-mail' field enter a valid contact e-mail and Save the
Changes. On the left column select 'Status & Review'. At the top will be a toggle box labeled 'NO'.
Toggle this to 'YES' to make your application live so general users can see any information posted
by the eLaunch.

To copy the App ID and App Secret to the eLaunch visit the Settings section in the Facebook™
App. To properly copy and paste the App Secret for Facebook™ into the eLaunch you will have
to click the 'Show' button in the App Secret field. You may be required to enter your Facebook™
password as a form of security. After that the user will be able to copy and paste the App Id and

—@LMMH Edit Facebook App Configuration
e e i e e 1t [

Facebook App Id [admin

FaCeboOK App SECTBt [seesseees

leave biank if you don't want to change it
Visit the Facebook Developer App Page to get your App Id
If you have not created a Facebook application yet please follow the below steps to get an App Id and App Secret

1. Visit the Facebook Developer homepage and click the 'Register Now' button
2. Create a new Facebook application.
o To create a new application click the Apps option in the row at the top of the page and select 'Add a New App'
o The platform type for the application will be Website
= The site url will be the fully qualified domain name of this eLaunch server (hitp:/isrv.valcom com)
3. If additional users will need to authenticate with Facebook then add them as Developers or Testers under the Facebook application Roles section
4. Enter a valid Contact Email on the Facebook application settings page.
5. Copy and paste the App Id from the Facebook application settings page info the eLaunch
6. Click the button marked 'Show' in the App Secret field to reveal the unencrypted App Secret before copying and pasting it into the eLaunch.
7. Make the application live in the Facebook application Status & Review section.
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App Secret from Facebook™ and put them into the eLaunch Facebook™ App Configuration
screen found at Advanced/Administration/Settings/Facebook App Configuration.

Next go into the Advanced Tab, enable Web OAuth Login and enter a Valid OAuth redirect URI
(http://oauth.net/) for the eLaunch to become fully authorized.

Migrations

# Setting:

% Status & Review
% App Details

& Roles

44 Open Graph

o Alerts

M Localize

& Canvas Payments

# Audience Network
+ Add Platform

L Test Apps

L Insights

Facebook™ App Settings Page
Before Authorizing with Facebook™ make sure that no one is logged in on that browser

Select the "Facebook™" option from the Protocol drop down menu. Upon selecting Facebook™
as the protocol the option to enter a User Name, Auth Password and Confirmation Password will
be hidden since none of this is necessary for Authorizing with Facebook™. If any Social
Destinations exist they will be displayed in the Destinations box.

There is a difference between posting to a Facebook™ User Profile and a Facebook™ Page. In
order to post to a Facebook™ Page you must name your Device the same as your Facebook™
Page. If the Device name does not match the name of the Facebook™ Page you would like to
post to then the Device will post directly to your User Profile.

Upon clicking on the "Sign In" button the user will be automatically redirected to the Facebook™
website. If there is no Facebook™ user logged into that browser the login dialog will be displayed.

Once logged in on the proper account the user will be asked to accept the permissions to allow
the eLaunch to post to their account. Since the eLaunch will be asking for permissions to post
without having undergone a review process it will warn you that a review is required as shown in
the image below. A review is not required since the application will not be in use by the general
population so this warning may be ignored.
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localhost will receive the following info: your public profie.

Review the info you provide

Review Process Requested

After selecting okay, the user will be forwarded to accept the permission required for the eLaunch
app to be able to successfully post to a Facebook™ Page or Profile. Before accepting the
permission, be sure to set who can view the posts made by the eLaunch. If posting to a public
page the best option would be Public so anyone visiting the page will be able to see the post.

4

localhost would like to post publicly to Facebook for you.
0 do you want to share these posts with?

Permission to Post to Page
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The next permission to accept is the permission for the eLaunch app to manage pages. This
permission gives access to the eLaunch to post to pages managed by the user.

localhost would like to manage your Pages.

Choose what you allow

Permission to Manage Pages

If the user grants the permissions, they will be redirected back to the Devices screen. There will
be a message alerting the user that the Facebook™ device has authorize successfully and the
Authorization Status will be updated to show that Facebook™ has "Authorize".

Posting to Facebook™

Once a Facebook™ account has been authorized its time to try creating a new post on your
Facebook™ feed. Facebook™ does not have the same post restrictions that are present in
Twitter™ so messages posted to Facebook™ make full use of the headline, description and
instructions field. If all three fields have information present, then all three fields will be combined
and sent. Upon launching either an Ad-hoc alert or a pre-defined Scenario the user should see a
message appear on their timeline within seconds.

Facebook™ API| Caveat

If the server tries to send a message with the same exact content as the previous message within
a minute or so, Facebook™ will reject the post of the message. Communicating with Facebook™
will also require the use of a Fully Qualified Domain Name or FQDN as the Site URL of the
Facebook™ Application. A FQDN requires a device to have a local hostname and parent domain
name such as hostname.example.com and be resolved by a DNS server. The IP address of the
eLaunch cannot be safely used since it is often a private IP address behind a user’s firewall and
Facebook™ does not view private IP addresses as a valid Site URL.
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Setting Up Emergency Messages

Before setting up emergency messages, or Scenarios, associating devices with destinations and
labeled with device types should be completed. There is no practical limit to the number of
scenarios that can be defined in a VE6024.

Scenarios must be given a name indicative of the alert (Fire, Take Shelter, etc.)

Select the action desired when the Scenario is launched. “Auto” launches the Scenario as is,
“Wizard” allows prelaunch changes and “Choice” lets you choose between Auto and Wizard on a
per launch basis.

An ICON may be added for visual identification of the alert type.

An optional standard operating procedure image and confirmation may be added to describe
steps that should be taken before message launch.

—-@LMM_‘;! New Scenario Template

~Basic Settiny
:
* Scenario Name
Select Action: |Wizard v

Trigger 1Ps

Thi

@ specified ip adaress visits Scenarios
commas, are ailowed

i
Scenario Category: v

[~ Scenario Icon

New Icon File: | Choose File | No file chosen

New Icon URL:

[~ Standard Operating Procedur

Procedure Image: | Choose File | No file chosen

Procedure Confirmation Required

Procedure Image should be a graphical representation of your standard operating procedure in the
desired format (e.g. .jpg. .png. .gif)
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The Message Template may be used as is, with variables in place, or may be customized as
desired. A 160-character SMS/Tweet of the message may be entered along with the Headline,
Description and Instructions CAP fields.

Enter the Event Type (Fire, Take Shelter, etc.) and choose one or more Categories, Response
Types, and Urgency, Severity and Certainty. These are all standard CAP fields and will be
substituted for the variables in the Message Template.

—Message Templates
SMS/Tweet:

Headling: |There is a {event} alert for {full_location].

Description: |May | have your attention please. May | have your attention please. This is an alert
requiring {urgency} action. A {event} is {certainty}. If you are in or near
{full_location} you should {all_response_types} until further notice. An All Clear
message will be broadcast when it is safe to resume your normal activities. Please
remain in the alert condition until receiving the All Clear message. | repeat, if you
are in or near {full_location} you should {all_response_types} until receiving the All
Clear message.

Instructions: |People in the target areas should {all_response_types).

— Additional Settings
*Event Type:

* Category: Geo

Met
Safety
Security
Rescue
Fire

Response Type: Shelter
Evacuate
Prepare
Execute
Avoid
Monitor

*Urgency: Immediate Expected Future Past Unknown
* Severity: Extreme '® Severe Moderate Minor Unknown

*Certainty: ® Dbserved Likely Possible Unlikely Unknown

Including regex assigned variables in scenarios

When you trigger an eLaunch event from an Application Server text monitor, any variables
assigned a value from Regex as a function of that text monitor, are automatically sent to the
VE6024 and may be incorporated into the triggered scenario’s headline, description or
instructions.
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Choose which Device Types should deliver the message, and where the message should be
delivered (Destinations). One Line Post devices use CAP destinations.

You may also include location details, although this is typically only used with Auto launching.

Lastly, choose which users have permission to launch this Scenario and any message specific e-
mail recipients.

—Destination Settings

Device Types: Audio Paging
Blackboard Connect
E-Mail
Facebook
LED Signs
vAlert App

Destinations: Blackboard Connect

Blackboard Connect
CAP

Vinton College
Delta House
Smith Building
Student Dorms

Alert Group
Bruce Gabrielson
Can Dalton
Michael Davidson

Location Details:

Examples: "Student Center", "Physics Building Third Floor", "North Quad"

—Allowed Users

Michael Davidson
Joel Coman
Bruce

—Notification Settings
Natification E-mail Addresses:

Sends an e-mail message to this address when an alert is launched via this
scenario. For multiple addresses, separate with commas

[ Croate ) Cancel |

You can have multiple comma separated email addresses in the Notification Settings
section under the scenario. Notification email is just an email alerting a user to the fact
that the scenario has been launched and doesn't contain the alert information.
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The default VE6024 Scenario headline, description and instructions contain variables that are
populated based on other Scenario fields:

{full_location} = Location Details

{event} = Event Type

{urgency} = Urgency

{certainty} = Certainty

{all_response_types} = All Response Types Checked

{start_time} = Onset (only variable through Wizard)

{end_time} = Expires (only variable through Wizard — default is 5 hours after Onset/start time)

Click on the eLaunch Logo to go to the launch screen. You are ready to launch Scenarios.

- Tue 09/11/2018
—-@’_ALM_@ Alert Scenarios 09-15:05 AM

> Y =1 )

& J L

Lockdown All Clear

The Ad-hoc button allows
users to create custom Alerts

stvvalcomcom | 2.4.0-4f53aa6 Home Administration

“on-the-fly”
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Once a Scenario is successfully launched, the Alert Status screen is displayed. From this screen
users may view, cancel or update and re-launch alerts.

Tue 09/11/2018
_@’_MMH Alert Status 09:15:48 AM

Event Location Type Launched Effective Originator

o Lockdown Alert 2018-D9-11 09:15:42 -0400 2018-09-11 D9:15:42 -0400 Bruce

sort [Defaut v Show: Active [ Apoly | [ Export § Snow J_Foit_J Update J| Cancel |

srvvalcomocom | 2.4.0-4f33aa6 Home Administration Copyright 2011-2018 Valcom, Inc.

Alert status will show previous launched scenarios and scenario drafts (in progress, but not yet
launched).

Users can select any scenario and either edit drafts or view and update previously launched
scenarios. Updating allows users to edit and relaunch scenarios with updated information.

The export button allows users to export a CSV file containing alert status history.

Opening export.csv - ==

Vou have chosen to open:

(EL] export.csv
which is; Microsoft Excel Comma Separated Values File
from: http://192.168.9011

‘What should Firefox do with this file?

") Openwith | Microsoft Excel (default)

@ SaveFile

[7] Do this automatically for files like this from now on.

Click on the eLaunch logo to return to the Alert Scenarios screen.
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Sample eLaunch Screen

- Wed 114072018
Alert Scenarios ey

Vs

o )mllamlnlée!n]lal

|

All Clear Borb Faound Bormb Threat Civil Disturbance Ewacuation Explosion Fire Flooding Gas Leak |solated Shooter Hazardous
Materials

y

m | = >©" ? >@‘>@‘

Hostage Incident Severe Weather Shelter in Place System Test Tarnado YWarning Work Cancellation Power Cutage Flood Watch

. - L - . . . -
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We'd like to hear from you!

Valcom, Incorporated
5614 Hollins Rd
Roanoke, VA 24019 U.S.A.
1-540-563-2000
Regular Business Hours are Monday — Friday
8:30a.m. to 7:30 p.m. EST

Engineered, Built and Supported In The U.S.A!
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